5541 55 4 1) moE R Vol.41 No.4
2020 %4 H Journal on Communications April 2020

ETS5 I BRI HHNMEERGRE

ZHmg 2, gl g
(1. PO PR K M 2% 545 B2 A 0e, B P62 710071; 2. BEVGE LR 5 RG24 LS =, B va2e 710071)

o OE: A IS EGRR T EARFEAREHINEEGEN TN, TR A . A4l KA R
INFERAIE TR TG E SR 2 HHNMEZ EGRR RS CAEIER T RS 2. Frig i A HEE
T BSEAEHACE. KR, T H S T E W BN SRR . e TR, TR LR T A R O
OCy, T TR OEE TP O R B BT S PR B AR I SR M R AR B, TR T SR S bR N
SFRAATIN.

FER: ZEY REBUERGA; AAHENE; MBI ST R

PESES: TP309

SCHRFRIRAD: A

doi: 10.11959/j.issn.1000—436x.2020086

Encrypted image retrieval in multi-key
settings based on edge computing

LI Yingying', MA Jianfeng', MIAO Yinbin'

1. School of Cyber Engineering, Xidian University, Xi’an 710071, China
2. Shaanxi Key Laboratory of Network and System Security, Xi’an 710071, China

Abstract: Aiming at the fact that the existing encrypted image retrieval schemes do not consider different keys to encrypt
images, a multi-key encrypted image retrieval system based on edge computing (including basic scheme and enhanced
scheme) based on local sensitive hashing, secure nearest neighbor and proxy re-encryption technologies was proposed.
The retrieval efficiency and accuracy were improved and the extra computational cost of query users was reduced. Secu-
rity analysis shows that the basic scheme can only resist the known ciphertext attack, while the enhanced scheme can res-
ist the known background attack. The experimental performance test based on the real-world dataset shows that the pro-
posed schemes are feasible in practical application scenarios.
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